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Abstract: Cloud computing has been shown to be an essential enabling technology for public sector organizations
(PSOs) and offers numerous potential benefits, including reduced information technology infrastructure costs,
increased innovation potential, and improved resource resilience and scalability. Despite governments’ intensifying
efforts to realize the benefits of this technology, cloud computing adoption and usage proves to be challenging, posing
a variety of organizational and operational issues for PSOs. This systematic analysis constitutes the initial phase of
a larger research effort that involves forthcoming case studies of specific public sector cloud stakeholders; it aims to
identify and synthesize the available knowledge on organizational cloud computing adoption and utilization in the
public sector to provide public sector decision makers and stakeholders with reliable, evidence-based, actionable
insights that inform and improve public sector IT practice and policy.
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I. INTRODUCTION
A. Background

The concept of cloud computing alludes to the on-demand, convenient, and ubiquitous delivery of a wide range of pooled
and configurable computing resources—such as applications, servers, storage, and development tools—via a computer
network and has received increasing attention from a variety of organizations [1]. The cloud computing technology model
has been widely embraced by the private sector, where it is providing extensive benefits such as reduced IT costs, greater
agility and time-to-value, and improved scalability compared to legacy approaches for computing resource delivery [2], but
has experienced a less robust adoption in the public sector [3].

For public sector organizations, the migration of IT resources and processes to the cloud can confer distinct benefits. Cloud
computing can lower the upfront costs traditionally associated with resource-intensive computing and provides rapid access
to hardware resources without requiring extensive capital investments [4]. Cloud computing can also enhance agility by
enabling organizations to dynamically up- or down-scale their services dependent on operational requirements, making it
feasible to meet sudden peak requirements without having to maintain costly slack resources [5]. By enabling public sector
organizations to access state-of-the-art IT services at the same speed as the commercial world, and by supporting the rapid
prototyping and development of tools and services, a transition to the cloud can also foster innovation [6]. Finally, as cloud
users and cloud applications inherit accreditation controls from their central cloud platforms, the adoption of cloud
computing can also increase the security of IT assets [7].

The distinct, potential benefits of cloud computing in the public sector only gained further importance during the COVID-
19 pandemic [8]. Experiencing extraordinary challenges, governments and public sector agencies were forced to mount a
rapid response to ensure continuity of operations, protect citizens, and address the economic and social fallout of the
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pandemic. Public sector work arrangements shifted, with employees being thrusted into remote work environments in record
numbers, government services flexed radically to meet emergency demands, and critical new services were implemented
to address essential government operations and policymaking needs. For government organizations that had cloud
capabilities available, pivotal cloud advantages such as agility, scalability, and resiliency provided the foundation for a
successful crisis response; for public sector organizations that lagged behind in cloud adoption, the crisis has further
strengthened the case for expanded cloud computing [9]. Despite the maturity of cloud computing and its extensive
utilization in the private sector, adoption and use in the public sector still lags in many countries [10].

B. Rationale

Cloud computing has been shown to be an essential enabling technology for public sector organizations (PSOs) and offers
numerous potential benefits, including reduced information technology infrastructure costs, increased innovation potential,
and improved resource resilience and scalability [11]. Despite governments’ intensifying efforts to implement the
technology and realize its benefits, cloud computing adoption and usage remains challenging, posing a variety of
organizational and operational issues for PSOs. To provide public sector IT decision makers and practitioners with evidence-
based, actionable information that informs and improves IT practice and policy, it is imperative to analyze and synthesize
the available, state of the art scientific knowledge on cloud computing adoption and utilization in public sector settings.

Systematic and comprehensive efforts to analytically address public sector cloud computing adoption and utilization are
limited in quantity and scope; currently, the extant literature only offers four such studies. One review from 2015 focuses
on cloud adoption factors and assesses a pool of twelve primary studies that originated between 2010 and 2015 [12]. Despite
a title that suggests an analysis of factors influencing the adoption of cloud computing for government implementation, the
study heavily draws on private sector primary data for its analysis, raising significant questions about the applicability and
value of the resulting findings for public sector settings [12]. Two research studies, one in 2019 and one in 2021, investigate
the benefits and risks of cloud computing adoption in the public sector and cover fifty-one primary studies between 2011
and 2018 and twenty-two primary studies between 2015 and 2020, respectively [13], [14]. While these investigations of the
benefits and risks of cloud adoption reveal important and relevant themes for public sector cloud practitioners and decision
makers, the adoption and usage phenomenon of public sector cloud computing is considerably broader and deserves a
holistic assessment.

Finally, a recent study from 2022 assesses twenty-eight primary studies that were conducted between 2015 and 2020 and
identifies benefits, methodologies, and factors that affect cloud computing adoption in the public sector [15]. The study
makes an insightful contribution that advances the mapping of the public sector research landscape and identifies research
gaps, but its” discussion of the factors that affect cloud computing use and adoption is minimal and does not provide the
level of detail necessary to inform IT practice and policy in PSOs. Additionally, [15] does not employ a rigorous critical
appraisal process that allows for an assessment of methodological quality of the underlying data, raising questions whether
its findings are empirically supported [16].

C. Objective

This mixed methods systematic analysis constitutes the initial phase of a larger research effort that involves forthcoming
case studies of specific public sector cloud stakeholders; it aims to identify and synthesize the issues and factors that affect
organizational cloud computing adoption and usage in the public sector. This study generates knowledge of the salient
themes that have contributed to making cloud computing adoption and usage challenging for PSOs and provides a
foundation for prioritizing efforts to improve the usage and adoption of cloud computing in public sector settings. In order
to identify relevant research, the following top-level research question drives the inquiry in this study:

RQ: What are the major themes, i.e. issues and factors, in the organizational adoption and use of cloud computing in public
sector organizations?

II. METHODS
A. Protocol and Registration

This study employs the Mixed Methods Systematic Review (MMSR) methodology [17] promulgated by the Joanna Briggs
Institute (JBI) and follows a convergent integrated approach of synthesis and integration that acknowledges the
methodological diversity of the underlying research domain. In line with JBI procedures, a research protocol was registered
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and published with the Center of Open Science (COS) prior to commencing the analysis (https://osf.io/hx38d/). The study
follows Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) guidelines [18] and reports
findings accordingly.

B. Eligibility Criteria

Only peer-reviewed scientific papers meeting all of the following criteria were included: (1) papers addressing the issues
(qualitative) or factors (quantitative) that influence the organizational adoption or use of cloud computing in a public sector
context; (2) published in the English language; (3) published before 1 June 2022; (4) utilizing any research design (i.e.,
qualitative, quantitative, multi-method or mixed methods). Research that did not exclusively report on public sector themes
(i.e., included non-public sector organizations in the analysis) was excluded from this study to preclude the aggregation of
inapplicable private sector issues or factors into this context-specific analysis. Since this study aims to explore primary data,
editorial comments and systematic literature reviews were also excluded.

C. Information Sources and Search

ACM Digital Library, IEEE Xplore, and Scopus comprise the most-widely referenced and indexed peer-reviewed articles
on information technology adoption and use and were systematically searched in July of 2022. The database search strategy
is depicted in Table 1.

TABLE 1: DATABASE SEARCH STRATEGY

Information Source Search Query
IEEE Xplore ("Document Title":cloud AND "Document Title":government) OR ("Document Title":cloud AND
https://ieeexplore.ieee.org "Document Title":"public sector") OR ("Document Title":cloud AND "Document Title":"public
service")

Filters: Conferences Journals

ACM Digital Library [Title: cloud] AND [[Title: "public sector"] OR [Title: "public service"] OR [Title: government]]
https://dl.acm.org/
Scopus TITLE (cloud) AND TITLE (government OR “public sect*" OR "public serv*") AND (

LIMIT-TO ( DOCTYPE, "cp") OR LIMIT-TO (DOCTYPE, "ar") OR LIMIT-TO (
DOCTYPE, "ch"))

D. Study Selection and Data Collection

The citations identified by the database searches were collated and uploaded into the EndNote reference management tool;
duplicates were then removed. Titles and abstracts of the remaining citations were screened and assessed against the
eligibility criteria outlined above; non-relevant studies were excluded based on this initial screening. The remaining citations
were then screened and assessed a second time, this time based on a detailed review of the full-text of the items. At this
stage, studies that did not meet all eligibility criteria were excluded and the reasons that lead to the exclusion were
documented. Quantitative and qualitative data were then extracted from the final corpus of included studies.

E. Data Transformation

Following the guidelines of the JBI Manual for Evidence Synthesis [17], findings were extracted from the eligible studies
and then thematic synthesized. Qualitative findings, including those obtained based on mixed methods research, were
extracted as reflected in the primary level research. Quantitative findings, including those obtained from the quantitative
section of mixed methods research studies, were converted into qualitized data, i.e. transformed into textual description and
narrative interpretation of the quantitative studies.

F. Risk of Bias in Individual Studies

All eligible studies were critically appraised for methodological quality by utilizing the Mixed Methods Appraisal Tool
(MMAT) [19], a widely-used critical appraisal tool designed for mixed methods research studies that allows for the
assessment of a variety of study designs that include qualitative, quantitative, and mixed methods approaches [20]. All
eligible studies met the methodological quality criteria: they possessed affirmative responses to the two baseline screening
questions of the MMAT and rated four or more affirmative responses to the five study-design-focused questions of the tool
[20].
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G. Qualitative Synthesis

This study uses the thematic synthesis approach, a well-established methodology for data synthesis that is well-suited for
the identification of themes and the analysis of empirical data that includes both quantitative and qualitative elements [16].
Thematic synthesis consists of three distinct stages: line-by-line coding, the creation of descriptive themes, and the
development of analytical themes [21]. The approach, which initially remains close to the original findings of the primary
studies in stages one and two but then gains analytical distance in stage three by going beyond the initial findings and
producing new knowledge, balances descriptive and interpretive processes and allows for reciprocal translations that can
create new constructs, explanations, or theories [16], [22].

The data set was inductively coded line-by-line using MAXQDA software (first stage) and then the codes were organized
into descriptive themes, examining their similarities and differences (second stage). Finally, analytical themes were
developed that allowed for the clustering of the descriptive themes to generate additional knowledge in relation to the
objectives of this study (third stage).

I1l. RESULTS

A. Study Selection

The PRISMA 2020 Flow Diagram below (Fig. 1) outlines the studies that were identified, screened, and included in this
mixed methods systematic analysis.
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Figure 1: PRISMA Flow Diagram [23]
B. Description of Studies included in this Analysis

The main characteristics of the thirty studies included in this analysis are shown in Table 2. The studies reflect a
geographically, theoretically, and methodologically diverse body of research that—despite its nascent nature—holds
notable lessons for public sector decision makers and cloud practitioners.

In terms of methodology, thirteen of the studies utilize quantitative approaches, eleven studies follow qualitative strategies,
and six studies apply mixed methods designs. In terms of theoretical foundations, eleven studies in the research corpus rely
on a single technology adoption framework to investigate cloud computing in PSOs, and eleven studies utilize combined,
multi-framework approaches. Eight studies in the research corpus do not identify a specific theory. Tornatzky and
Fleischer’s technology, organization and environment framework (TOE) [53], either by itself or in combination with other
theoretical approaches, emerges as the dominant framework for investigating organizational cloud computing adoption and
use in public sector organizations (n=12). Rogers’ diffusion of innovation (DOI) [54] (n=10), Davis’ technology acceptance
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model (TAM) [55] (n=3), and institutional theory [56] (n=3) constitute other common theoretical frameworks in the body

of research.

Geographically, all studies except for one relate to a single country as the focus of analysis; only [50] includes multiple
countries in its analysis of public sector cloud adoption in five European nations. The research corpus spans across nineteen
countries, with Australia (n=7), Saudi Arabia (n=4), and Iraq (n=3) emerging as the most-examined nations.

TABLE 2: MAIN CHARACTERISTICS OF THE STUDIES INCLUDED IN THIS ANALYSIS

First Author Country IC_;?)\\//eeIr%fmen t Theory / Framework Methodology Data Collection Approach

Al Mudawi  Saudi Multiple ACCE-GOV (merges Quantitative  Survey with 838 Saudi government IT

[24] Arabia TOE and DOI) practitioners and government IT managers
(Adoption of Cloud Computing in Saudi G-
GOVernment)

Alsharari UAE Central ERP assimilation Qualitative  Case study of cloud enterprise resource planning

[25] framework system adoption in UAE state-owned investment

(institutional logics) development company, 15 semi-structure

interviews

Mkhatshwa  South Central and TOE Qualitative  Survey and semi-structured interviews with 32

[26] Africa State SA IT practitioners re cloud computing risks

Phuthong Thailand ~ Multiple Factors derived from  Quantitative  Survey questionnaire with 210 Thai government

[27] lit review G-Cloud users

Ali Australia  Local IS Complexity Mixed 21 interviews with local gov IT managers and

[28] Framework Method survey with 480 local government IT staff to
investigate impact of complexity issues on cloud
computing

Ali Australia  Local TOE/Desires Quantitative  Survey with 480 local government IT staff to

[29] Framework/DOI investigate key factors of cloud computing
adoption

Ali Australia  Local N/A Mixed 21 interviews with local gov IT managers and

[30] Method survey with 480 local government IT staff to
investigate information security requirements
affecting cloud computing adoption

Ali Australia  Local N/A Mixed 21 interviews with local gov IT managers and

[31] Method survey with 480 local government IT staff to
investigate critical factors surrounding the effect
of government regulations on cloud adoption

Alzadjali Oman Central Institutional Theory ~ Qualitative  Case study utilizing 33 interviews with staff in

[32] Oman's Information Technology Authority and
Ministry of Health to explore impact of
institutional forces on G-Cloud adoption

Hashim Iraq Central TOE Quantitative  Survey of 279 public university IT staff in Iraq to

[33] study critical factors affecting adoption.

Sallehudin Malaysia  Multiple DOI/TOE/IS Success  Quantitative  Survey of 169 public sector IT practitioners to

[34] study cloud implementation

Alassafi Saudi Multiple N/A Quantitative  Survey of 217 IT practitioners to validate

[35] Arabia security-related cloud adoption factors

Alkhlewi Saudi Multiple N/A Mixed Semi-structured interviews with 12 government

[36] Avrabia Method IT experts and survey of 30 government IT
practitioners in Saudi agencies

Branco Brazil Central N/A Qualitative Interviews with 12 government IT decision-

[37] makers from 3 public sector organizations to
discern recommendations for successful cloud
computing adoption.

Jones UK Local 1S Benefit Model Qualitative  Case study using participant observation and

[38] interviews in 3 local government PSOs

Mpanga Uganda Local Design Science Qualitative  Focus groups with local government to develop

[39] Research factors for successful ERP implementation

Al-Ruithe Saudi Multiple N/A Quantitative  Survey of 206 IT professionals in Saudi agencies

[40] Arabia to investigate cloud adoption concerns

Ali Australia  Local TOE/Desires Qualitative Interviews with 21 local government IT managers

[41] Framework/DOI to determine cloud computing's potential for
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Khairuddin ~ Malaysia  Central TOE/DOI Quantitative  Survey (structured questionnaire) of 93

[42] government IT employees to confirm correlation
of cloud adoption factors to actual adoption

Balasooriya ~ Australia  Local TOE/TAM Quantitative  Survey of 200 IT professionals regarding factors

[43] influencing adoption

Shukur Iraq Central TOE/TAM Quantitative  Survey of 25 IT professional in Iragi government

[44] to study factors for cloud computing adoption

Liang China State & Local TOE Qualitative  Semi-structured interviews with 24 government

[44] officials and IT managers and participant
observation and review of government reports

Mohammed  Yemen Multiple Fit Viability Model Quantitative  Survey of 296 government IT managers to

[45] and DOI investigate factors that influence the decision to
adopt in accordance with the fit viability model

Mohammed  Yemen Multiple DOI and Task Quantitative  Survey of 296 government IT managers to

[46] Technology Fit Model investigate factors that influence the decision to
adopt in accordance with the fit viability model

Ali Australia  Local N/A Qualitative  Semi-structured interviews with 24 senior

[47] government IT managers

Maluleka South Central DOl Mixed Survey of 28 government IT personnel and 6

[48] Africa Method interviews for triangulation.

El-Gazzar Norway  Multiple Institutional Theory ~ Qualitative ~ Semi-structured interviews with 9 government IT

[49] staff and review of secondary data sources by the
Norwegian government

Polyviou Five Multiple TOE/DOI Qualitative  Semi-structured interviews with 21 government

[50] European IT staff in five European countries

Countries

Wahsh Iraq Central TOE/DOI Quantitative  Survey of 234 government IT personnel

[51]

Shin South Multiple TAM Mixed Semi-structured interviews, focus groups, and

[52] Korea Method survey of government IT personnel

Structured along the lines of conventional public sector hierarchical levels derived from [57], [58], a majority of the studies
in the body of research focus on a single level of government in their inquiry (n=17), with nine studies investigating local
government organizations and eight studies examining central government organizations. Thirteen studies pursue a multi-
level approach and investigate more than a single public sector level.

C. Dominant Themes

The dominant themes that emerged during the thematic synthesis of the included research studies are discussed below.
These themes are responsive to the research question that guided this mixed methods analysis: What are the major themes,
i.e. issues and factors, in the organizational adoption and use of cloud computing in public sector organizations? The themes
were structured along technological, organizational, environmental, individual, and task-related focal points (see Fig. 2). In
a divergence from prominent perspectives in the existing literature that traditionally conceive issues and factors either as
barriers or enablers of cloud computing technology adoption [59]-[61], the themes identified below are conceptualized as
flexible in terms of their effect. Depending on organizational management and execution, themes can present as enablers
of or barriers to cloud computing adoption and use in PSOs in real world settings.

individual

Public Sector
Organizational

Cloud - task-related
Computing

Adoption and
Usage

Fig. 2: Thematic Structure of Issues and Factors that can facilitate or impede Cloud Computing Adoption in PSOs
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Table 3 summarizes the most prominent themes and subthemes that emerged during the thematic synthesis of the included
research studies and lists items that occurred three or more times in the evidence base.

TABLE 3: SUMMARY OF THEMES AND SUBTHEMES

Technological Organizational Environmental Individual Task-Related
Theme Theme Theme Theme Theme
Security 23 Leadership Support 11 Regulation/Policy 17 Trust 6  Alignment 4
Compatibility 11  Organizational 9  Competitive 5 Easeof Use 3
Operations Pressure
Relative 10  Staff Skills 6  Standards 5
Advantage
Cost 9 Project Management 6  Compliance 3
Infrastructure 9 Training 3
Complexity 7 Consultant 3
Competence
Privacy 6
Data 5
Sovereignty

Availability 3

D. Technological Themes

The technological thematic focal point addresses the technological attributes of cloud computing that affect adoption and
usage in public sector organizations and may also include the impact of other technologies that are in use in PSOs and that
can affect the adoption and use of cloud computing [62]. Central themes in this focal point are security, compatibility,
relative advantage and cost.

Security (n=23) emerges as the dominant theme in the technological thematic focal point. Unsurprisingly, as public sector
organizations transition to and engage in cloud computing, they must exercise caution and ensure the safe and effective
handling of government information. Cloud computing is inherently linked to security-relevant issues arising from system
complexity, shared resource utilization, and change in control that—while conceptually not drastically different from
security challenges in legacy computing environments—make security more challenging to achieve. The underlying
systemic complexity of cloud computing that arises from the significant number of general computing and management
components that are necessary to operate the environment enlarges the attack surface of the technology and increases
vulnerability. The sharing of components and resources among different cloud tenants, while beneficial in terms of the
economics of the technology, necessitates the expansive use of logical separation mechanisms that incur more
vulnerabilities than physical separation in legacy environments. Additionally, with a transfer of responsibility to the cloud
service provider, PSOs experience decreased control and visibility over the physical and logical features of the computing
environment and become more reliant on the external service providers.

Despite these critical challenges, the security theme also encompasses potential security advantages for PSOs that might
have positive effects on adoption and use. As the transition of security responsibilities to a cloud service provider as part of
a shared security model frees up IT personnel resources in a PSO, the organization gains the opportunity to redirect its
personnel towards high-risk areas that previously were underserved. The PSO is also likely to benefit from platform
strength: as a result of economies of scale, cloud service providers are commonly able to provide more robust information
assurance, security response, system management, and resiliency services compared to what PSOs who maintain their own
in-house information technology are able to achieve.

Compatibility (n=11) is the second-most-dominant theme and focuses on the importance of determining how well cloud
computing technology is compatible with the current IT infrastructure in PSOs and whether competing cloud computing
services are interoperable with each other, allowing for future migrations of workloads from one cloud service provider to
another and limiting the risk of vendor lock-in. The compatibility of information technology solutions has been a distinct
issue in the study of technology adoption in the public sector as government organizations have been particularly challenged
by an extensive footprint of obsolete systems and technology that is increasingly difficult to modernize and which
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commonly exceeds what can be found in the private sector, both in terms of quantity and complexity [63]. The more outdated
and hence less compatible the legacy IT is with cloud computing, the more complex, costly, and risky does a migration to
the cloud become. PSOs that have been able to keep their on-premise IT portfolios in a more current technological state
face fewer compatibility issues, and PSOs that have taken the initiative to audit their IT assets have the ability and resources
to cure existing technical debt, and understand their technology landscape can face compatibility as a strength that will
benefit their adoption and use of cloud computing in line with its potential benefits.

The concerns regarding interoperability, i.e. the ability to transfer data or applications from one cloud platform to another,
remains a substantial concern for PSOs and evolves around the ability to switch cloud service provides, utilize multiple
service providers at the same time, link cloud services from different providers in a federated architecture, deploy hybrid
cloud architectures, and expand cloud migration efforts. As cloud technologies mature further, competitive pressures and
the evolution of standards and government-specific adoption frameworks will play a central role in advancing
interoperability between different cloud service providers and critical government cloud applications.

Relative Advantage (n=10) emerges as the third central theme and deals with the extent to which cloud computing is
viewed as being superior to legacy technology in terms of technological and operational advantages. With an enduring
drumbeat that emphasizes the variety of benefits that cloud computing can confer, cloud service providers and public sector
consultants have created the perception that cloud computing holds strong relative advantage for PSOs. The evidence base
reflects this perception, with benefits like cost savings, operational improvements, and innovation capacity as prominent
reasons for PSOs to pursue cloud computing technologies. While these benefits are possible and can in fact realize relative
advantage, they are not produced automatically and require significant effort and planning to achieve. Frustration with the
gaps between benefit expectations and actual migration outcomes is a sector-wide phenomenon [64].

Cost (n=9) constitutes another central theme and acknowledges the importance of addressing and understanding the
financial implications of transitioning on-premise IT infrastructure to the cloud. While cost savings derived from the
economies of scale that cloud computing offers are generally publicized as a key relative advantage of cloud computing and
have been empirically validated in various settings [65]-[67], realizing and maintaining such cost savings requires
disciplined planning and effective financial management.

The body of research highlights that cost-related challenges in public sector settings can inhibit cloud adoption and usage
[38], [67] due to a failure by PSOs to accurately identify and quantify the costs associated with cloud computing. With the
change from a capital expenditure financial model associated with legacy IT infrastructure to an operational expenditure
financial model in the variable spend environment of cloud computing, PSOs need to re-architect key operational activities
involving finance, planning, and acquisitions, to achieve effective financial control [68].

Additional, less prominent themes in the technological thematic focal point include infrastructure (n=9), complexity
(n=7), privacy (n=6), data sovereignty (n=5) and availability (n=3). The infrastructure theme relates to the state of a
PSO’s IT infrastructure and the changes needed to fully support cloud computing operations, whereas the complexity theme
focuses on the complexity of cloud computing technology use and adoption. Privacy focuses on privacy issues that derive
from governmental mandates to safeguard personal privacy information and relates to the challenges of ensuring that the
collection and storage of such information in cloud environments meets legal requirements. Data sovereignty relates to
issues linked to the geographic location of cloud data collection and storage activities and the associated legal and regulatory
requirements and limitations that arise as a result. The availability theme focuses on the potential impact of service and data
availability in the cloud environment.

E. Organizational Themes

The organizational thematic focal point addresses salient organizational features of public sector organizations that affect
cloud computing adoption and usage, capturing issues such as resource availability, organizational communications, and
leadership behavior [62]. The central themes in this focal point are top leadership support and organizational operations.

Leadership Support (n=11) emerges as the dominant theme in the organizational thematic focal point, underscoring the
instrumental role that PSO leaders play in the cloud adoption and usage process. PSO leaders direct, guide, and influence
the organizational workforce towards the adoption and usage of cloud computing and are critical for ensuring the availability
of necessary resources and services. PSO leaders are positioned to effect the essential redesign of organizational operations,
creating the conducive operational environment required to support cloud computing in both the adoption and the
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operational stages. They also serve as communication conduits between external and internal stakeholders that influence
the adoption process and are able to moderate competing views between these parties to minimize impacts on the execution
of a cloud migration effort. While these leaders have the ability to create the momentum required for innovative technology
change, their lack of support or actual resistance can on the other hand also hinder or interrupt adoption activities.

Organizational Operations (n=9) constitute the second central theme in this thematic focal point and address the link
between operations factors and cloud adoption and use. PSO’s internal operational capabilities and operational processes
constitute an important element for a successful transition to and the effective and sustained use of cloud computing.
Organizational processes and capabilities need to be able to support the financial operating model of cloud operations,
reflect distinct legal and contracting requirements, and provide the technical and engineering competencies needed for a
transition and sustainable use afterwards.

Additional, less prominent themes in the organizational thematic focal point include staff skills (n=6), project
management (n=6), training (n=3), and consultant competence (n=3).

F. Environmental Themes

This thematic focal point addresses the impact of a PSO’s external environmental on cloud computing adoption and usage
by public sector organizations, capturing salient issues such as the regulatory environment, technology trends in the public
sector, and the existence of external standards [62].

Regulation/Policy (n=17) emerges as the dominant theme in this thematic focal point and addresses the impact of
government policy—in the form of laws, regulations, and other governmental guidance—on the adoption and use of cloud
computing. A robust legal, regulatory, and policy framework can resolve some of the risks and uncertainties that have
hindered the governmental use of cloud solutions by providing clear guidance and enforceable requirements that address
central issues such as information security and privacy, interoperability, liability, quality of services, and data sovereignty.
Laws, regulations, and policies can also affect cloud adoption in a compulsory fashion if they set mandates such as the
widely recognized “cloud first” or “cloud smart” policies.

Additional, less prominent themes in the environmental thematic focal point include competitive pressure (n=6),
standards (n=5), and compliance (n=3). The competitive pressure theme relates to the impact that cloud adoption by public
sector peers can have on PSOs in terms of not wanting to appear as laggards in the innovation sphere. The standards theme
focuses on the importance of broadly adopted and sound technical standards for cloud computing that create a foundation
for robust cloud computing migrations and operations without constraining continuous or future technology evolution. The
compliance theme relates to the conformity of cloud solutions with the various legal and regulatory requirements that
specifically apply to PSOs and that often impose more strenuous requirements compared to private sector cloud consumers,
as well as the provision of tools by cloud service providers that ease how PSOs can demonstrate compliance to oversight
authorities.

G. Individual Themes

The individual thematic focal point addresses the attitudes and perceptions of key decision makers in public sector
organizations that affect cloud computing adoption and usage even in organizational settings [69].

Trust (n=6) emerges as the dominant theme in this thematic focal point and relates to the confidence of key decision makers
in PSOs that cloud computing, specific cloud computing solutions, or cloud service providers can deliver reliable, agile,
responsive, and secure computing services that meet the requirements of the PSO. Without initial and continued trust, cloud
computing adoption and sustained use is negatively affected. With trust, adoption and use are enabled. The trust theme
evidences a mediating influence on PSO leadership support; when trust in cloud computing is not present, PSO leaders are
unlikely to support or champion cloud computing initiatives.

An additional, less prominent theme in the individual thematic focal point is ease of use (n=3), relating to the perceptions
of key PSO decision makers on whether cloud computing provides PSOs the functional utility needed to fulfill PSO missions
while doing so with a low level of difficulty.
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H. Task-Related Themes

The task-related thematic focal point focuses on the ability of cloud computing technology to meet work task demands and
strategic operational demands that are present in public sector organizations and examines the impact that a good match
between the technology and its’ task applications and organizational strategy has on adoption and usage [70].

Alignment (n=4) emerges as the dominant and only significant theme in this thematic focal point and focuses on the
importance of a continuous and dynamic alignment process between cloud computing and PSO strategy and operations,
both prior to and after an adoption. Cloud computing, with its distinct potential benefits, cannot fully realize its potential
without an adjustment of organizational tasks and strategy. A mismatch in the alignment of the technology can act as a
barrier to adoption and further hinder assimilation in the post-adoption stage. In line with the flexible conceptualization of
themes in this analysis, a well-matched alignment of cloud technology characteristics with organizational task applications
and organizational strategy promotes adoption and use of the technology.

IV. CONCLUSION

This systematic, mixed methods analysis constitutes the initial phase of a larger research effort that involves forthcoming
case studies of specific public sector cloud stakeholders; it identifies and synthesizes salient technological, organizational,
environmental, individual, and task-related themes that affect cloud computing adoption and usage in a public sector
context. As an analytical effort that is grounded in the peer-reviewed research base for public sector cloud computing, the
salient themes span several theoretical technology adoption frameworks and acknowledge the importance of adopting
diverse perspectives in order to capture the nuances and complexities of the technology in this distinct environment.
Security, leadership support, regulation/policy, trust, and alignment emergence as the dominant issues and factors,
restraining or enabling cloud computing adoption and use in these organizations depending on the organizational
management and execution of the technology adoption process.

The technology and these salient, context-specific themes enable agencies to prioritize their adoption and use cases and
highlight the importance of key issues. Government cloud practitioners can benefit from this analysis as it identifies the
most salient themes from various perspectives and allows for an evidence-based assessment of which internal and external
issues need to be considered during cloud adoption projects, providing a counter-balance to the industry-driven technology
assertions that are marketed towards the public sector. For policymakers, this research reiterates the importance of the
regulatory and policy environment for the expansion of cloud computing capabilities in the government sector and
underscores the significance of robust cloud strategies that connect the successful execution of government functions with
critical security, efficiency, and effectiveness factors.

Public sector organizations should focus their efforts on ensuring that they follow a risk-based strategy and expand their
efforts to secure their cloud infrastructures. A defense-in-depth approach that pursues security in multiple layers and protects
the confidentiality, integrity, and availability of government information as it travels across networks and resides on
hardware is central to securing the cloud; additional steps such as the continuous monitoring of networks and the
enhancement of information technology governance will further improve the security posture of government cloud
initiatives.

With the importance of leadership support, the technical and non-technical leaders in public sector organizations are critical
for pushing cloud adoption and use and underline the central role that the individuals in these leadership positions play. It
is incumbent on government to attract, recruit, and retain leaders that comprehend technology and that have the leadership
skills and abilities to direct, guide, and influence the organizational workforce towards the adoption and usage of cloud
computing.

A. Limitations and Future Research

The themes identified in this study present a snapshot in time and may shift as cloud computing technology further matures
and as public sector adoptions and use continues to grow.

Due to the importance of cloud computing as an essential enabling technology for public sector organizations, it will
undoubtedly be beneficial to continue the academic exploration of this topic and this present research effort constitutes one
step in a larger research project that will further investigate cloud computing in a government context. As the empirical
academic exploration of cloud computing technology adoption and use in the public sector is still lagging behind research
in private sector settings, further academic attention is warranted and necessary.
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